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- - - eveloper Preview:
W|n8_ WDK Pro_wdes Visual | \wrere 1o Get It
Studio Integration

In case you havenNot, béennaomtaykindgdi rjg fh $he Blildcorderegice behinle 6 v €
attention to what finally bgeteen full oMisngl Studio §J n s finally and the Windows

preparation for the next version of i nt egr ati on. An d] Devefoger Pnevigw (i.e.,uVdindowsd) mp |
Windows, back on 13 September ii nv oke a command] mpaw cewairleabds, ahet 6s
Microsoft held the longawaited ext er nal buil d st ¢ pnake suretyau @l kandwi whare to goi t h
ABuil do devel oper Whkabt nve egoe nvase actual, Aeml] forit, and associated kits and tools.
promised the conference gave theintegration including choices for

general public its first glimpse of different driver starter projects, buih You can access the Win8 Developer

Wi ndows 8, dubbedPREféste thefiabllitynta faemp sSDV to Preview at the Windows Dev

Developer Previ ew. rn (asypahnonousiy ghank fomdnésg) Cented Hardware:
who work in the world of Windows this from within the VS IDE, and even| http://msdn.microsoft.com/ens/
was pretty big news. integration with the kernel debugger] windows/hardware

And, i f that 6s not enough, the Wins8
What was even bigger news for those of WDK also includes support for| In addition to the Win8 preview, you
us involved in writing Windows drivers automated deployment of your driver] can gain access to the WDK, the
was the introduction of the next version If enabled, when you hit F5 your driver] Visual Studio 11 Developer Preview,
of the Windows Driver Kit (WDK). i s rebuilt (i f i t ¢ sando ather ocabsocihted etg¢st amdo p i
For the past many tyheear ¢ e stve 6vyes tge m wlydepléyment [Kitse via o MSDINy
to expect a WDK that looks pretty indicated, installed on that test machind, Downloads (for MSDN subscribers).
much like the previous WDK. Maybe and started. You can choose t@
there are a few more driver models. automatically enable Driver Verifier if | Note also that there have been some
Perhaps there are some more DDIsyou want. You can even configure a sqt great discussions about Win8 and the

—

added to KMDF and UMDF. And we of tests to start automatically. integration of the WDK and Visual
always expect the documentation to Studio in the NTDEV newsgroup:
continue its slow progression from Per haps t hat éds not|] hé&dm/ewwgobrontine.com/sf.cfm? e y oL
useable to useful. How about automatically signing your] PageURL=showlists.cfm? va

driver for you, if you choose? Yup, you] list=NTDEV Y
However, i f you wecae seecp &ant itestg sighimg ro ™

of the sameo f or prdduction sigreng.e l& we choode te
WDK you were in for a very, very, big signing you can optionally have a teg
T enormoud surprise. The new WDK certificate automatically generated fo
is nothing like the old one. In fact, the you, or you can choose an existing te
new WDK incorporateshe number one cert. You can even choose a timestanjj
feature requested by the driver server to use during the signing procesp
development community over the past without having to remember the URL]
ten years: The Windows 8 WDK has (the paths to the Verisign and
been changed to be fully integrated with Globalsign time stamp servers are built
Visual Studio. in). And, yesé
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Five Things to Not Like: Visual Studio Integration

We really try very hard to be sure that the information
publish inThe NT Insideiis accurate. Sometimes we mj
screw up. We d |l | appreci g
attention, if you do it gently.

OSR expressly disclaims any warranty for the matqr Windows 8 Preview: File Svstem Changes
presented herein. Thi s i 3

warranty of any kind, either expressed or impli
including, without limitation, the implied warranties
merchantability or fitness for a particular purpose.

entire risk arising from the use of this material remains
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not exceed the price paid for this material. In no event
OSR or its suppliers be liable for any damages whatsoey

It is the official policy of OSR Open Systems Resour
Inc. to safeguard and protect as its own, the confide
and proprietary information of its clients, partners, "OSR Seminar Schedule
others. OSR will not knowingly divulge trade secretjc

proprietary information of any party without prior writtdr,
permission. All information contained ifhe NT Inside
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has been learned or deduced from public sources..pften
using a lot of sweat and sometimes even a good dep
ingenuity.

OSR is fortunate to have customer and partner relation
include many of t htech avganizhfc
tions. As a result, OSR may have a material connedti
with organizations whose products or services are ffc
cussed, reviewed, or endorsed'ime NT Insider

Neither OSR noiThe NT Insidefs in any way endorsed
Microsoft Corporation. And we like it that way, thank
very much.




bfe ctzxM by Te ? f £V

he movement of mobile devices (e.g., tabletsyou have, on one hand, the challenges of breaking

etc.) over to the Windows space has made fogxisting mindsets. After all, Windows is, um,
interesting work for the team here at OSR asoflatéi di f f er ent 6, from Wi nCE/ M
After all, itdéds not often we get to become i nv
in bringing large teams of architects and developens addition, we are finding that (go figure), the devs
over to the world of Windows. from an SoC or ARM background that come to us

to learn about Windows architecture are keenly
Surely, much of this is due to the overall interest ifocused on implementation details when it comes to
the mobile market, b u t support totheir Bpacificddevicen Wisdaws. t h at
single biggest i mpetus for this isnbét the promi
Windowsd a n d by AWi ndows 0 Onthe athemhand, thisreoek ns,keeping us on our
WinCE, Windows Mobile/Phoned increasingits t oe s . The folks webve had
breadth of support for mobile devices. Imean(ast onsul t with are very muc
was first described tor ead begala ofcl erpe) i efnbcieg
Wi ndows 0. worl do to our work with t
pretty cool discussions.
Future support in Windows 8 for ARM and SoC
based syst ems i s, fraik!| hey,exicfi t ypngor eBuitn itthd
chall enging worKk. Wh e t ihterested meavorking witiv OSRka helg mowe iyduth
ARM and SoC vendors, or device or solutiont e a m of architects/ deve
providers further down the line that need to suppo®wi ndows o6, we | ook forward
ARM or SoC on Wi ndows, weodve found t he
experience enlightening.
i
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Peter Pontificates:

Do Christmas Dreams Come True?

ack in November 2009, | wrote a Christmas list Note, too, that the new VBitegrated WDK actually does

describing my hopes and dreams for the future ofmore than what | asked for on my list. Not only are the driver
Windows driver development (s&ghat | Want for Christmas coding and debugging processes integrated, but so are the
(2011). Since the release of the Windows Developersigning, deployment, and testing processes built into this same
Preview, a number of people have asked me how the Win8nvironment. This is a level of integration that I, quite

WDK stacks up against that freanklySodildattds eveea! think to
team on reaching beyond what | had hoped.

The first and most important item on my Christmas wish list

was a driver development environment that was integrateB u t I di dnot only ask for a n

with Visual Studio. | wrote (in part): environment, | also wished for backward compatibility with
BUILD. I wrote:

While the VS editor might suck ass (might?) there are

just too [many] useful things in VS to ignore it any
longer. Too many adohs. Too many features. So, |
want a driver devel opment
supported by Microsoft and fully integrated with the VS

| need to be able to build driver projects seamlessly in
either VS or wusing fAbuildo wi
neenevdi rtoon meent a btl rea ttéos skeatmh e s s |
and traditional build, so that any files | add to a

IDE. This means | want VS to be able to successfuly fsourceso file are easily (o
parse ntifs.h (and his include files), reasonably handle included in my VS project, and any files that | add to my

the conditionals therein, and provide me IntelliSense, F1 VS project easily (or, better yet, automatically) show up

for help, and all the other VS features and wonderments.  in my sources file.

| want the various VS adids that provide cool features

such as smart refactoring (including the ability to Thi s is a wish that has not (

rename variables i n a pr ojsmond éWhia we undestang that we all face aasgurce

idea how great that is) to work properly. constraints, I think this is &
be fibelow the lined and not i m

| need the VS IDE to fromtnd the kernel debugger,

preserving al/l its featureMhy sdo litdomptorbhbawmwe to befébkle

slings and arrows of Wi n Db lguiddsenveonrbenttandathre ynewb kS hinkegrateal renvironment?
One reason is that this would

It seems that this wish, my first and most important wish, habui | d envi ronments much more

come true. We finally have a WDK that is fully integrated notice, the Win8 WDK does not support building drivers that

with Visual Studi o. And whate thegebsdcéotraiWimingomwso XPf or
of smoot hing out of t hat i nybuestjl mneed to suppprt Windaavs XPared orolmablysMéndows i@ n
Win8 WDK and VS11 is pretty much the core of whatlasked2 000 as wel | This means t ha
for. support two entirely separate build environments that use

(Continued on page 5)
]

Design & Code Reviews

Have a great product design, but looking for extra security to validate internal operations before pringing
- £0, uEt | w £y w| ,  xv’ £] 8R b | ax, {teg§ -£0C; x || ¢
have an expert pour over the code to ensure stability and robustness before release to your client lgase.
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What we have from KMDF today is not enough. | want

Peter PO ntlﬁcateS_ . the next major revision of KMDF [with] aggressive,

continued, forward architecture and development.

(Continued from page 4) | want the rough edges smoothed out. | want somebody
with a solid knowledge of driver development, and a
entirely separate sets of project metadata. Which totally and broad architectural view, to spend serious time
completely sucks. When you add a file to your project, reviewing KMDF with the goal of making the level of
change the compiler flags, or define some new preprocessor abstraction consistent, and on average, just a bit higher

value, youoll need to do thi tanitietodayw §Andslevand KMDF ® indutiecamens @ Y
need to do it in VS for your new Vista and later build set of features and extensions that ease common
environment and youodll need tpmgranmingipatternsn your sources fil

your XP build environment.

My wish list actually described several specific things that |
However, having to maintain two entirely separate buildhoped would be changed, enhanced, and smoothed out in
environments is not the only reason that not having the abilitK MDF.
to Around tripd between VS and sources iis important. T
most important reason is that the ability to convert fromwhen | wrote this, I quite froa
sources to VS and back to sources again allows yahdok  And my expectations were met. There are a few very nice
that your driver project was properly convertedlnless you tweaks to KMDF in this new release of Windows, but in
happen to be a Visual Studio and/or MSBUILD expert, wherg e ner al |, KMDF remains what it

you import or convert your driver project into the Win8 WDK this is: The KMDF/UMDF group was plenty busy adding

environment, youol | have n othecféatures. But, astmbch as i likpKMDENd a8 & said d 0 n ¢
correctly. Sure, youdll b eback i the oridinal article, irha major KNMIOF €ani KMDFU | t an
builds and runs. But t hat reflaine & §odd, bunsometirses disappbintinglyneagged aadl |

little settings you painstakingly established in your sourcesncomplete, framework. The most coherent and compelling
file have been properly brought forward. Given that you dgart of KMDF is its elegantly simple, integrated
understand the build/sources system, if you had the ability timplementation of PnP and Power Management. And while
convert your project to VS tisaond rhakes KNIDF avérth asth@ thére is 90 anuch thorea t
be able to check to see if the project is the same as the one yiat KMDF could be. The abstractions could be so much

converted. more coherent and clear. The ea$@ise could be so much
greater. And | donot think i
So, i n summaryé for my figlséevaarnd KMOFt f i onmo fiy e oitigustt o 7

Christmas wish for Visual Studio integration, | got about  wish somebody with adequate time and vision would-gp
85% of what | asked for. Plus, | got a bunch of stuff (like and get this done. Maybe what Microsoft needs to do is hire

automated signing, depl oy meOSR,to skettilouttaaisidnifontpig. Givdnaeta cdll angtime, n 6
even think to ask for. Dguys.nYowhave thy nuntbedk , by anybodyods
standards.

A dynamically advanced and cleanedip KMDF? Not in
The next thing | asked for was DMA virtualization. | wrote:  Win8. So this wish remains unfulfilled.

I want to see DMA scribbles eliminated for all time. Anot her item that was on my CI
IOMMUs are here, and | want Windows to use them. and t hat |l 6dm not surprised at
For all DMA operations. This would also mean that | UMDF. My original request was:

can stop writing articles about why people need to use

Map Registers and not just call MmGetPhysical | would like the ability to take my KMDF driver
Address; and you, dear reader, would be saved from unchanged and compile it for use in either user mode
having to read those articles. or kernel mode. | very strongly believe that having
entirely different programming models for usaode
I still think this is a | audadkemelmdpdeahnecessailyncbniplichites WDE &ntl y ,

aware of any details that have been made public about DMA  actively hinders the movement of drivers out of the OS.
virtualization in Win8.

But , as far as | know, thereods
So weodl | have t o mar k t hiakforvir@r t i cul ar wi s h, DMA
Virtualizati on, as fAwait and see. 0

So, in terms of our getting an integrated KMDF and
The third item of which | dreamed was a more advancedJMDF, the answer for Win8 is no.
cleaner, architecturally more complete and rigorous KMDF. |
wrote (again, in part): (Continued on page 29)




WDK Preview:

Installation Through Debugging

f you havenot yet had t he debpgprenuiresuthat theWwS debuggerrapptication runtwitheut WL
from the Wi ndows Devel op e rbeing elevatedefWJAC is disabteth anuhg hast, there &ill be
provide you some guidance on installing the WDK andno easy way to guarantee this and will therefore result in
configuring a target machine for network debugging.strange errors when it comes time to debug.
Hopefully, when you decide to give it a spin, this guide will

get you up and running a bit more quickly. We strongly urge you to install th&2-bit build of VS2011.

We were unsuccessful in our attempts to get the WDK
Install the Win8 Dev Preview on Target properly integrated with the
The first step is to get Win8 installed on your target machinewa st e your ti me. As -bioboilg ofas y

For our testing, wedve us e dVS30llninstallaion of the \WDK skoyld lie @aintess.aSingly v i
machines. For the writing of this article, VMWarer un \ wdksetup.exe from the do\
Workstation 8 was used for both the host machine and then your way.
target machine.

As part of your host system configuration, it is strongly
To properly prepare your target machine, make sure that yoigcommended that you assign the host a static IP. This is

create a local administrator account with a damk sol ely because wedll be wusing
password. More importantly, once the installation is complet¢y r ot o c o | and, in doing so, W
be sure to disabl&AC! Failure to do so will lead to access machi neés | P as part of the d
denied errors on the host when trying to remotely configurgtatic 1P may result in unexpected loss of the debug

the target. connection if the hostés | P ch
Configure Host Machine Configure Target through VS2011 on Host

You can choose any host system that you like, though forthisor t his article, weodll foregoc

article we6@6briet uisnisntgald 27 Vebontggetting M © copfigures ang connect to the target
chosen your host, you need to install VS2011 and the WDKnachine.

both of which are available through the MSDN Subscriber

Downloads. Unlike on the target machine, it is very importanEv en t hough weobve explicitly t
that you donot disable UAC on the host. Currently, network UAC enabled on the host, in order to remotely configure the
target machine you will need to run VS
elevated on the host. This is a known

File Edit View Project Debug Team Data Tools Architecture Test Dri| restriction in the kit that may be

= 1 Graohi < = addressed in the future and will not
&R al-d )| > raphics l -bs 5| interfere with your ability to do network

: Y] « | S |target-wini & Attach to Process... ir Installation kernel debugging.

o0

Options and Settings... Once youbdbve launched

instance of VS, instruct it to attach to a

Solution Explorer
. : _3 Startup Project Properties...

(al G=) process via the DebugAttach to
Process menu item, as seeffrigure 1
This will bring up the process attachment
Figure 1 di alog which, if youbo
correctly up to this point,
Attach to Process should have a couple of
new debuggers to choose
T o - from. We 61 | be
ST s [Wmdows Kernel Mode Debugger Windows Kernel Mode
. Remote (no authentication) Debugger, as seen in
Qualifier: Windows Kernel Mode Debugge Figure 2
Transport Information B'('?d?tWS User Mode Debugger
The Windows Kernel MOCu:e e O T U U U U OO R T IC I I IO U S T UUr O iy O U vy ey wr et [Continued on page 7)
Figure 2



Page 7
. next step is to add a computer, which can be done by clicking
WD K P review... the Add button in the Configure Computers dialog.
Computers are configured for debugging by their network

name, thus you must be able to properly resolve your target

) ) computer by name. Il n our <case
Next, we need to choose which machine we want to kernqbrget machinevingtarget Ther ef or e, thatos t
debug. This is done via the Qualifier field of the Attach to provide for the Computer Name field in the dialog. The

Process dialog. This shoul desht®fthitasstkeenibureshi s point, so
click the Find button to locate a computer to configure (as

highlighted inFigure 3.

(Continued from page 6)

In Figure 5 you can see that VS has defaulted to using the

net work as the debug protocol

Doing so will bring up the Configure Computers dialog, asfor us and even generated an encryption key to be used to
shown inFigure 4 This dialog will be empty due to the fact

that you have yet to configure any computers. Therefore, the (Continued on page 24)
Attach to Process 2 ||
Transgort: Windows Kemel Mode Debugger -
Qualifier: $ Eind...
Figure 3
o0 Configure Computers 5] 5™
4 General

Uninstall Components on Target Computer
* Windows Debugger - User Mode
4 Windows Debugger - Kernel Mode
Connection Type
Target Name

Fipe

Reconnect

OK Cancel
Figure 4
oo Configure Computers E=E™ =
win8-target 4 General
Computer Name wing-target
Configure Target Computer Configure...
Uninstall Components on Target Computer Uninstall...
» Windows Debugger - User Mode
4 Windows Debugger - Kernel Mode
Connection Type Network -
Port Number 50086
Key 0I9ZQNOWZG3H.FMFGRUHYGMP.PDQELF22Z8)9.1BIS27C1S
Host [P 192.168.75.138 -
Target Bus Parameters
\ Add |
‘ Delete |
‘ Duplicate |
OK | cCancel |

Figure 5
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\Mle the big news might be that the Win8 WDK brings C++ native exception handling or rtime type information.

isual Studio integration to the driver world, there areBut, for those who love it, this will be a big step forward. For
many more interesting things that were described at Buildthe rest of us, | feel a headache coming on.

about both Windows 8 and the Win8 WDK. In this article,

we ol | try to summarize a f glardwark ActdssimUMDE a t we found most
interesting. Sedittp:/dev.windows.confor a link to videos The latest version of UMDF includes support for UMDF

of all the Build talks, as well as to the current WDK access to ports and registers, as well as the ability to handle

documentation. (edgetriggered and MSI) interrupts. You can choose (via an

INF file option) to access your device registers directly from
New Debugging Connections your UMDF driver, or do that device access via a system
Win8 brings two new, interesting, debugging options. Thes er vi c e . And, yesé this mear

first is networkbased debugging. You can connect your hostan now have EvtDevicePrepareHardware and EvtDevice
(development) machine running WinDbg (or the VisualReleaseHardware event processing callbacks, just like its big
Studio debugger) to your target (test) machine via thdérother KMDF.

net wor k. According to what wedbve been tol d, this wild.l w
across mo st net wor k car ds |Iifacty UMDOF is mdeividgia greattdéakbof emphasis in Wie8y e r
years. o Webve tested it heSewralamall ddéhdes to UMDF hadeomade it mare generallg n d
fast, too. useful, easier to use when working with a kemelde driver,

and have in general expanded the reasonable usage scenarios.
The second new option for debugging connections is USB 3.

The only fAgotchaso here ar e|dyprdwer Bud Séppdit need a slightly wu
cable to connect between t g wiRddsiaSexpanbistio stgborOsidller, o Sowdred,U S |
implementation that supports debugging. The good news igevices (think tablets and such), the need to provide system

that all the ports on the USB 3 XHCI controller will support jeye| support for the lovpower buses used by these devices
debuggi ng, S0 you wotmedsingle,h apveeec olm@ s SERT P@mefloyr i mportant.
specific, mystical (or mythical) port that supports debuggingscheme in which a parent bus provides power, interrupt and

the way you do for USB 2 today. data connections to the worl
) ) sufficient to describe the way that many devices are connected
Drivers in C++ in, for example, System On Chip (SoC) based systems. Win8

I'f youdre a C++ fan, you beinpdutksd S@mideo suspdrd Wf fodpéweredC tuses wi | |

supported fnas a first cl assinckded i2€, &SPIOGPIO) antl Bven High Wpedt RtfbeddedT h
due to compiler and linker changes that enable things likgJARTS.

placement of class instances in appropriate -{vened) _
memory areas. Donét | ose your mind, though: (Cprinyed enpagegdt |

bf eC8§ V£ !sweftaibiigx ? b ¢

Save Money, Travel Hassles, Gain Customized Expert Instructio
We can:

o Prepare and present a-aof§ private, orsite seminar for your team to address a specific

area of deficiency or to prepare them for an upcoming project.
o Design and deliver a series of offerings with a roadmap catered to a new group of recentkires
or within an existing group.
o Work with your internal training organization/HR department to offer monthly or quartgr
seminars to your division or engineering departments comlgany

y

To take advantage of our expertise in Windows internals, and in instructional design, contact an PSR se
consultant at +1.603.595.6500 or by ensaiiatars@osr.com
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houg it was dead,
Both WDM and KMDF have been expanded to add support
(Continued from page 8)

for new, SoGstyle, system DMA. In system DMA, multiple

components share a single DMA controller, as opposed to bus

master DMA where the device itself contains sufficient logic

In Win8, the tOpOlOgy of these buses and the devices that afé master the bus and autonomous|y perform transfers
connected to these buses are described using ACPI 5.0 ASpetween itself and memory.

This description can also include connections to multiple
buses, such as in the case where a SPI device generates|gproved Documentation
interrupt using a GPIO pin. The platform vendor providesth&yi t h t his rel ease of the

driver for the (12C, SPI, and/or GPIO) buses. Then, OEMs{ypk documentation has continued its steady evolution. To
IHVs write client drivers that talk (in a controller and even eyes, theredos been a | ot

platform independent manner) to devices on those bUSeS. Wetter than ever. The new layout is crisp, clean, and clear.
new Windows component called the Resource Hub connecigo st , if not all, functions

client drivers to controller resources. You should expect tQgaction which quickly shows the earliest OS version in which
see an expanded use of these low power buses in Windows, dryiven DDI is supported, the header in which the function is
both SoC and even in ngoC bases systems starting in geclared, and even the IRQL at which the function can be
Windows 8. call ed. Youdl!|l find many of

already, which is a surprise and a treat. And, what may be the

Co-Installers and Support for Older WDF Versions biggest surprise of all, | actually found several of the example
The new model for WDF will be to move away from-co code segments provided helpful. Gasp! What next!?!
installers. YAY! This change makes lots of things (like, er,

the installation of certain filter drivers) much easier. The newand The Rest

plan is apparently to push new versions of the Frameworks Vighere are numerous other changes in Win8 that might be of
Windows Update. This means client machines may or majerest to you, depending on the area in which you work. The
not be updated, and if they are updated they can be updated i gerjwriter spinlocks that were first introduced in Windows
the clientos timeframe, i n7ddiffalyctifented’@b ExAdydréspint RKERLSHE
the .Net Framework are handled today. and friends). Directory oplocks have been introduced. A

) ~ couple of dozen new KMDF and more than 2 dozen or more
Another new feature that goes along with the above: Startinge\w UMDF functions have been provided. New support for

with the Win8 WDK, itos noWceRahS\Fflhttibns had beshSadeditd'NDIS! 8térgork Has

to build against an older version of the Framework. S0, fOhaq considerable enhancements, including a whole new
example, you could choose to build your driver againsineaning for the term SRB.

KMDF 1.9 (which was released with Windows 7) instead of

against KMDF V1.11 (which is the version that will be These ar e just a few of t

released with Windows 8). candt enumerate them al/l
write more about theske and morei in future issues ofThe

Power and Power Framework (PoFx) NT Insider

There have been several changes to power management that

focus on mobile devices, such as tablets and phones, where

power management is critical.

he

One of the biggest changes to power in Win8 is the supj

xC§ £

dildn

WD K,

for D3-Cold state. Prior to Win8, devices that were in [
were always in DdHot. This meant that while the device
were in a very low power state, these devices were ne
100% powered off and that they remained enumerable on {
bus. In Win8, support for D8old has been introduced t
enable maximal power savings.

Win8 also introduces support for a new concept cal
Afunctional p o ¥Bmtes, \dat thd Eowe
Framework (PoFx). fStates, which are defined by a drive
facilitate rapid transitions between higher and lower powe
states. PoFx also facilitates support of power managemer,
multi-function devices, where power to individual functions
the device can be separately changed.
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Five Things thike
Visual Studio Integration

Qange is hard. When | first heard that the new WDKn o t
ould be integrated with Visual Studio, I, just like a lot things that | had to tip my hat to.

absolutely

of people, pitched a fit. In my mind, Visual Studio is too

bloated and complicated. | already have a lightweight editor

everything

1. Configuring Symbols via the GUI

(SlickEdit), a lightweight debugger (WinDBG), and a build Remember how annoying it was to have to remember the full
Server? Probably not,
this all away just to have some hideous IDE crammed dowbecausesymfixhas alleviated us of that need for quite a while

system that makes sense to me. Why would | want to thropwath to the Microsoft Symbol

my throat?

see how many of my development environments | could bring y mb o |

now. However, keeping your symbol search path correct
across multiple WinDBG workspaces is always a pain. Also,
To prove a point (to no one but myself, really), | ran a test tdrying to parse that long, wrapping, semicolon delimited

search

up before VS even launched. Between the time | clicked théun.
VS icon and when | was presented with the Start Page, | was
able to launch:

hubris away for a little bit andjasp! actuallytry to find some

12 Build Environment Windows

17 WinDBG Instances

An entire project consisting of four drivers

stri

ng when

S 0 Me¢

Given that, it was with great joy that | found the Symbols
editor in the VS DebugOptions and Settings dialog, shown

in Figure 1

The GUI makes it exceptionally clear where the debugger is

looking for symbols and you can even quickly edit the priority
Clearly my current environment is more streamlined and vSof the locations by moving them with the up and down arrows.
is a pig, right?

As an added bonus, you can even exclude or include the
Well, turns out, yes and no. When | finally decided to put myloading of symbols for specific modules. This is great for

avoiding the time spent going over the network for symbols

g r o(@ontinugd ongage 28)s

good in the change, | di sc otha wigevet hepp the Migosast S¥nba gerveresuch asp i t
her e. Therebds definitely going to be some
Options .?Iéj

Environment
Projects and Solutions
Source Control
Text Editor
Debugging
General
Edit and Continue
Just-In-Time
Output Window
Symbols
IntelliTrace
Performance Tools
Database Tools
Debugging Tools for Windows
F# Tools
HTML Designer
Office Tools
SQL Server Tools
Test Tools

-

Symbols
Symbol file (.pdb) locations:

7| Environment Variable: _NT_SYMBOL_PATH
¥| Microsoft Symbol Servers

Cache symbols in this directory:
C:\Users\host\AppData\Local\Temp\SymbolCache

Load all symbols

Automatically load symbols for:
@ All modules, unless excluded

Specify excluded modules

Only specified modules

Specify modules

o |

b (3] %2 ] 2]

Cancel

Figure 1



Five Things tblot Like:

Visual Studio Integration

To complement the other article in this issB&e Things  Without official support for XP, this could possibly mean
to Like About Visual Studio Integratiomve decided it maintaining two entirely different build environments or
would also be good to take a more critical view of the newholding off on adopting the new build environment.
environment . I n doing so, webve put toget her a | ist of
things that wedre not so extleredaab®sR wiethh et pé amew nYD K n
environments for our kits and drivers. While changes to the
While putting together t hi sbuild files tare typwealy rare in anrekigirdy project, tlhisvdods d
that are general to VS and not specific to the WDKi ncr ease our test matrix as w

integration. So, pl ease donddndtakteesthiis article to mean
actually Iike the VS editor or that we couldn6ét come up Vv
zillion things that we didnodoB. |l il kedsabwiun DBG. i h VYVesm,ali &
seriously no way to add a column marker without a crazyfter running a few of your favorite WinDBG commands, you
registry hack that no longer appears to work? may be lulled into thinking that you are, in fact, still in

WiInDBG. You have to remember though that this is VS with
1. What Works for DriveasKDmdu@hat shhoadhitédn donodt e
While the WDK integration adds a few new drisgrecific
menu i tems t o VSremovedny menuitenessn Fby deaxeasmpd te VS currently doe
t hat arenot6t applicabl e t o Debugger dMarlaup Language §DMLg. Hopefullly this willdba d s

frustration as youbol |l findfyaedselnf tbet fungr @ xlce ¢ @& uadls e olrd
new tool thatodos going to i mpalyziwevhey the systednrcrashesr and wet have iteraas |
supported. tools here that rely heavily

missing already is the ability to right click text to send it to the
Code Metrics? Not for drivers. Code Coverage? Nope. Erroclipboard and then right click again to paste it to the command
Lookup?? Doesnb6t support NTIB Anéveruite raalizecchsw ofteR 1 updd this antl Wstaitet
doesndt appear as though wedebubginhpanisgeinsideMsg any of VS6 mod

devel opment features supported for drivers, though 1 6m r e
hoping that changes. If not, why bother having all of this stuff 4. Visual Studio is SO a User Mode IDE
cluttering up my menus? As driver writers, we live in a different world than application
devel oper s. Take, for exampl e,
2. No Support for Building XP Drivers on some new code and want to step through it to make sure

It 6s been argued t o deat hyoun hMVBEW,oubut ogitdsr iwadrtt h( pl
mentioning again: no support for XP as a target builda bout whet her or not flgoodo de
platform. With XP not at End of Life until 2014, mostofuscode! ) . I f youdre developing a
are going to be stuck supporting XP targets for years to come.

(Continued on page 28)
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Windows 8 Preview:

File System Changes

Wh the recent release of the Windows Developer Previeun addition, there is quite a bit of new information about
i.e., Win8), | took the opportunity to review the changess o met hi ng call ed CSVFS (perhap
that theydve made publ i c t hfaitl ewidystaefnioectto fwdrek swistt e mi @ln
system filter driver developers for the Windows 8 Platform. this may just be exposing new information to an existing
technology). Again, it seems a bit premature to speculate,
While one can certainly look at the documentation, myespecially given that if it is related to clustering, it is not likely
approach in preparing this article was to look at the changes that this feature would be present in the client release.
the critical header files: ntifs.h and fltkernel.h, as these
suggest much of the current scope of changes. Emphasis on Data Verification
Many of the changes we observed relate to data verification
With that said, my experience with previous -pekease support; whether this is an NTFS only feature, or if it will be
versions of Windows is thaverything is subject to change. present in other file systems (e.g., Protogon). There are two
Thus, it is unwise to count on any feature or change that weew FSCTLs FSCTL_{GET,SET} INTEGRITY_
describe in this article until the final release of Windows 8. INFORMATION ) that appears to be related to these changes,
and a structure used to control this information (as shown in
New File Systems Figure 1).
The header files suggest the presence of new file systems as
part of the Windows 8 release. This includes the Protogon fil€rankly, this makes quite a bit of sense: modern disk drive
system (although there is no new Protogon file system thattechnologies are vastly more complicated than they have been
could see in the Developer Preview). The headers indicate: in the past and can (and do) suffer from real issues with
respect to data integrity. Thus, it is quite possible to read data

#define FILESYSTEM_STATISTICS_TYPE_PROTOGON 4 i i i

typedef struct PROTOGON_ STATISTICS [ back from thg drl\_/e and receive som_ethlng other than wha_t
ULONG Unused:; was originally written. Whi | €

} PROTOGON_STATISTICS, *PPROTOGON_STATISTICS; does happen and most applications are not written to

o _ o withstand that sort of data corruption. Some applications,
Speculation in the press is that this will be the database particularly database applications, are highly susceptible to
filesystem model previously promoted as WInFS. If so, lthis type of data corruptioii the relationship information
suspect it will be a substantially different implementationpetween the components can be lost when critical database
(likely with a strong emphasis on performance). Then againnformation is lost. While transactional database models will
if it wasnot far enough al @dledt adaifist soreCfbritsdd? failurd, théyhde noP§rotedt! O |

Preview, it might be one ofagaindt tneofrect! datd bding feurndd Mrdnk thel GnBedlying t
the initial release. Storage media.
#define FSCTL_INTEGRITY_FLAG_CHECKSUM_ENFORCEMENT OFF (1) Data Deduplication
Another intriguing hint
typedef struct FSCTL_INTEGRITY_INFORMATION_ BUFFER { :
USHORT ChecksumAlgorithm; // Checksum algorithm. e.g. CHECKSUM_TYPE_UNCHANGED, from th? header files "?‘re
CHECKSUM_TYPE_NONE, CHECKSUM_TYPE_CRC32 suggestions for supporting
USHORT Reserved; /I Must be 0 data deduplication
ULONG Flags; [/ FSCTL_INTEGRITY_FLAG_XXx :
} FSCTL_INTEGRITY_INFORMATION _BUFFER, *PFSCTL_INTEGRITY_INFORMATION_BUFFER; techniques. For example

the following new FSCTL
And equally interesting, there is the presentation )fopgtjarﬁbﬁesgrf'o}ydattareams
#define FILE_SUPPORTS_INTEGRITY_STREAMS  0x04000000 // winnt deduplication are present

seeFigure 2.
Figure 1 ( gure 2

(Continued on page 13)

// Dedup FSCTLs

Il Values 162 - 170 are reserved for Dedup.

1

#if ( WIN32_WINNT >= 0x0602)

#define FSCTL_DEDUP_FILE CTL_CODE(FILE_DEVICE_FILE_SYSTEM, 165, METHOD_BUFFERED,
FILE_ANY_ACCESS)

#define FSCTL_DEDUP_QUERY_FILE_HASHES CTL_CODE(FILE_DEVICE_FILE_SYSTEM, 166, METHOD_NEITHER,
FILE_READ_DATA)

#endif /*_WIN32_WINNT >= 0x0602 */ Figure 2
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- Thus, it is important for those building file system filter
Flle SyStem Changes. . » drivers to be both aware of this new functionality and to
ensure that they support it. Otherwise, it runs the potential
ri sk of breaking some other pr

(Continued from page 12) degrading performance) without supporting it.

Advanced FCB Header Changes
Thus, this suggests using a scheme by which file hashes gref | ¢ system filter driver wri
being queried and data deduplication is being done for thos@uch as those of us building file systems, but the Windows 8
blocks with identical hash values (for good deduplication hasiersion of the advanced FCB header has changed. The
algorithms, the likelihood of a data hash collision is very low). Advanced FCB header has gained a new fi@glg¢ck) and

the definition ofFsRtISetupAdvancedHeader(implemented
Offload Support in the header file) has changed to initialize the header
The header files strongly hprdpérlyat new support for nAoffl oc
I/O operations. While we are speculating a bit, if this is
similar to other forms of offloading, it would suggest the useThe comment from the header file is fairly clear on this one
of hardware to perform some operations (e.g., I/O operation&eeFigure 5.
as well as computing hashing). This might be used, for
example, for intelligent disk drives to allow them to performNote that this declares there to be a new FCB header version
additional high level processing, such as is don®lmect (2), set in the/ersion field of the common FCB header.
Storage Devices When combined into file systems, such
devices can actually provide specialized support and can evedplocks
split data and metdata across multiple drives (local and This new oplock field appears to tie into a new round of
remote) Whether or not that is what is envisioned here is Stl&pmck support Changes in Windows 8. For e)(amp|e7 we have
uncertain (after all, this is just based upon header fileeveral new support functionssRtiCheckLockForOplock

information). Request and FsRtlAreThereWaitingFileLocks.
_ ) Interestingly, these new support routines have been optimized
There are two new FSCTL operations for offlo&eyre 3) so that byte range locks on regions of the file outside the

allocated range will not conflict with oplocks (recall that byte

What is particularly important about this new support is that itange locks and oplocks are traditionally inconsistent).
is disabled if file system filter drivers do not support it,

according to the comments within the header file itself
(Figure 4). (Continued on page 14)

#define FSCTL_OFFLOAD_READ CTL_CODE(FILE_DEVICE_FILE_SYSTEM, 153, METHOD_BUFFERED, FILE_READ_ACCESS)
#define FSCTL_OFFLOAD_WRITE CTL_CODE(FILE_DEVICE_FILE_ SYSTEM 154, METHOD_BUFFERED, FILE_WRITE_ACCESS)

Figure 3

I I

/I To better guarentee backwards compatibility for

/I selective new file system functionality, this new

/I functionality will be disabled until all mini

/I file system filters as well as legacy file system

Il filters explicitly opt - in to this new functional
/[ ity. This is controlled by a new registry key in

/I the filters service defintion called

/I "SupportedFeatures".

/I File System filters need to update their .INF

/I files to set state that the given functionality is

/I now supported. Even if a filter can't actually

/I support the given operations they should mark in
/I the .INF that it is supported and modify their

/[ filter to fail the operations they don't support.

Figure 4

/I The following fields are valid only if the Version

/I field in the FSRTL_COMMON_FCB_HEADER is greater
/I than or equal to FSRTL_FCB_ HEADER_V2. These

/I fields are present in Windows 8 and beyond.

I

/I For local file system this is the oplock field

/I used by the oplock package to maintain current

/I information about opportunistic locks on this

/I file/directory.

I

/I For remote file systems this field is reserved.

union {

OPLOCK Oplock;
PVOID ReservedForRemote;

8

#endif
#define FSRTL_FCB_HEADER_V2 (0x02)

Figure 5
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contents of the reparse information) it is encouraging to find

Fl |e SySte m C h ang @S. .. thatthere will be a solution to this problem for future releases

of Windows.

(Continued from page 13) Basically, this ECP information will allow a filter to obtain
detailed information about the reparse point:

Logically, this makes sense. The rationale for not allowing

both is that applications using byte range locks want to obtaitypedef struct _I0_DEVICE_HINT_ECP_CONTEXT {

coherent copies of the data, which is incompatible with the BRF&%%E—_%%E% E%ﬁ‘;ﬁﬁﬁgﬁgme;

basic premise of caching. However, byte range locks ohlO_DEVICE_HINT_ECP_CONTEXT,

regions of the file where there is no data are used by 'O-PEVICE_HINT_ECP_CONTEXT;

applications as a means of infmocess communications , .

(potentially on different computers) and not related to datzindee.d‘ the comment frpm the hefalder file fairly clearly

coherency. Thus, these routines should actually permit thgescrlbes the model for this new ECP:

use of oplocks in a broader range of situations.

/I This GUID and structure are for passing back
I information from the 1/0O manager to the filter
/I manager about a reparse when the reparse target
New ECP Type_s . /I goes to a new device.
Another interesting change related to oplocks is the new

support for extra create parameters (ECPs) for tracking oplock4che Manager

Aownershipo state for not o#deXard Priimberdf chdhd Mafdger 8hnged BrésBnt iR e T

but also the parent. Note the definition of the new dual oplockyinqows 8 header file as well. One that has me a bit

key: mystified is the exposure of a new structure:
DEFINE_GUID( GUID_ECP_DUAL_OPLOCK_KEY, 0x41621a14,

0xb08b, Ox4df1, 0xb6, 0x76, 0xa0, Ox5f, Oxfd, OxfO, typedef struct_READ_AHEAD_PARAMETERS {
0x1b, Oxea);

CSHORT NodeByteSize;

Presumably, this would be useful for rename operations (for

i ; /I Granularity of read aheads, which must be an
example) and would allow Qperatlons to proceed without Il even power of 2 and >= PAGE. SIZE
forcing oplock breaks (much like the GUID_ECP_OPLOCK _ Il See Also: CcSetReadAheadGranularity.
KEY was used previously to keep from breaking oplocks with .
associated opens to the original oplock holder). ULONG Granularity;
"

Beyond this, we also have a solution to the frustration of  / The request size in number of bytes, to be

L. L used when performing pipelined read - aheads.
receiving back an error whenever a reparse occurs inside a call  j; gach read ahead request that is pipelined is
to loCreateFileSpecifyDeviceObjectHint (or any function /I broken into smaller PipelinedRequestSize

. L . - . /I sized requests. This is typically used to
that it calls it, including the various Filter Manager APIs for Il increase the throughput by parallelizing

opening files). This error (STATUS_MOUNT_POINT_NOT /I multiple requets instead of one single big
_RESOLVED) is difficult to resolve cleanly in a file system / one.
filter driver. Having done so (by iterating through the path Il Special behavior:
until finding the reparse point, then opening it to query the  // Ifthisvalue s zero, then Cc will break
(Continued on page 15)
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The Filter Manager APls have been extended to support new

Flle SyStem Changes_“features, such as the reparse point support (see

GUID_ECP_FLT_CREATEFILE_TARGET).

(Continued from page 14)

The MDL interfaces are now also available as part of

Il every read - ahead request into two. This is FltReadFileEx and FItWriteFileEx . While not fundamental

II" used for backward compatibility where we changes to the model, they should simplify development for
/I used to break every read - ahead request for . . e s

/I remote FS into two. those minifilters that wish to use the capabilities of existing

1 . OS interfaces that have not previously been available via the

ULONG PipelinedRequestSize; Filter Manager interface directly.

)

/" Growth of read ahead in percentage of the There are also new Filter Manager APIs for invoking the fast
/I data that has already been read by the . . .
/I application so far I/O MDL operations directly, as well as Filter Manager
1 wrappers around the get/set interface for quota information.
ULONG ReadAheadGrowthPercentage;
} READ_AHEAD_PARAMETERS, *PREAD_AHEAD_PARAMETERS; Finally, there is now support for retrieving multiple contexts
simultaneously using the nelitGetContextsEx. There is a
There is some interesting information in here, but the existing or r espondi ng Aibul k FitReléasea s e 0

interface does not seem to provide any mechanism for us ©ontextsEx

obtain or directly modify these values. Perhaps we will see

something in a future release, or some clarification as to theonclusions

ultimate use of this structure. There are other changes (notably in the security area) that we
havendt been able to cover, bu

There are a number of additional new functions exported fromumber of interesting new changes for file systems and filter

the Cache Manager as well:CcCopyReadEXx  drivers in Windows 8, they are more along the lines of
CcScheduleReadAheadEx and CcSetAdditionalCache evolutionary, rather than revolutionary.

Attributesex. These new functions introduce the concept of

an Al / @ thess sew Rimctions take an extra parameterstay tuned as we watch Windows 8 evoivafter all, as we
a PEPROCESS pointer. said before, none of this is known until the final version ships.

Filter Manager Changes
There are a number of Filter Manager changes visible in the
new header files as well. Perhaps the most interesting is jaak

there is now asectioncontexti so that file system filter .
drivers can associate specific state with a section (in addi OSR JUSt ASk
to the other context types already supported by the Fil

Manager). From the material available (including prelimin
documentation) it appears that the purpose of this is to all ASk us to cogently explain the Windows 1/O Mgnager

mini-filters to synchronize changes to section objects. |JA@ & couple dozen Windows developers of jvaried
number of new APIs have been introduced to support tffsbackground and experience. Ask us how to gfidress
including FltGetSectionContext FltSetSectionContex latency issues in a given design of a driver. Asklus to
FltRegisterForDataScan, FltCreateSectionForDataScan, | look at a posmortem system crash, determing its
andFitCloseSectionForDataScan. root cause, and suggest a fix. Ask us to desigi and
The registration structures have changed to accommodate} plement a solution that plays well with Wi do"‘(s’
new section contexts. Note that section contexts are I gven if it has no business being a Windows SO' lon in
present in Windows 8 and more recent. the first place.

filters for the named pipe file system (NPFS) as well as le&ompany, and you will be pleased with the ddfinitive
mail slot file system (MSFS). To filter these, mfitiers must answer or result we provide.

indicate their interest as part of their registration informati
To further aid in supporting these, the Filter Manager n

provides new functions for opening named pip “{x £¢ - ¥Ox§8" J X
(FltCreateNamedPipeFile and mail slots KltCreate - £ ©RC

MailslotFile). Presumably these are wrappers around

existing OS calls. Contactsales@osr.com

Beginning with Windows 8, Filter Manager now supporfs Ask us to perform any of the above activities fo ‘your
I
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Windows 8 WDK

VE¢ax! | ¢z af £0! vx§AC

n case you havenot hear d, Mi Soures @ff Dirs ifdi@zates vehat lisvtee e tcenderted h e

WDK to integrate with Visual Studio 11. What this means (i.e. a project that has a
for us developers is that the driver projects that we previously that contains a fADI RS. o fi
built with Win7 WDK build environment will have to be e Verbosity i s one of t he
converted to use the new build environment. SourcelLevel s which are:

e OffT does not allow any events through

When we say that a project needs to be converted, what e Critical i Allows only Critical events
exactly do we mean? Well, remember that in the previous through

WDK a driver project had a sources file (SOURCES.) and
optionally a makefile.inc. In order to build a driver project in

the new build environment you need a Visual Studio project
file (.vexproj). So how do you get of those?

e Error i Allows Critical and Error events
through

e Warning i Allows Critical, Error, and
Warning events through

The new version of the WDK introduces a tool called * {/r\]/grr:]:;o;no;l ?"?nvgflo Cen\tlecr?tls thEr(r)rl?rh

ANMake2MsBuild. o What this tool do\ﬁér%oFa,RII qoerl‘ta‘(ialqurrg[r) WSr %

article. So wi thout further ad c1nf0rmat|ona%and Warn?ng events rough

e ActivityTracing i Allows Stop, Start,
NMake2MsBuild Suspend, Transfer, and Resume events

As we mentioned, NMake2MsBuild is a Microsgftovided thﬂou,gr I A

utility that is used to conver g AT k?"i’sg?‘kevetgtf e
based project into a f.vcxpr o' Sf%'\@%b esnt(prOVéd DEpthpPOI’téOQn be
by Visual Studio or from the command line directly using °Nmake targets but ma prowde a more accurate
MsBuild. While we are sure everyone knows about building conversion for Nmakei targ:

projects with Visual Studio, there may be a few people who SafeModeo if you experienc
dondt know about MsBuild. steps that were previously performed in your

projectds Nmake targets)
MsBuild is a utility that is included with Visual Studio that ~ ® Armi adds ARM as a valid target CPU architecture

t hi

NMake2MsBuild.

allows a developer to build Visual Studio based projects to the projectos build con:
(.vexproj files) from the commaRfgect wl sl reqyire ghat the jnstallgdghyild) g ¢
did in the Win7 WDK. So whether you want to build your environment and WDK support targeting ARM.

driver project from within Visual Studio or from the . . B |
Command Line with MsBuild, NMake2MsBuild is the tool Th€ default liaggbng sl éwWelr bbse
you use to convert your Win7 WDK project. default Il ogdggGongolekegofos nlnf

Now that weodve distingui sheAfYoHeaR spe e NMpkeZhigBuild gomrgqquhas\)/prgfgvxé I
Studio, letds continue withOoft&s00Ssi RYINMPLROI M Bt 1tghat f
utility that was written to convert very complex driver projects
NMake2MsBuild Command Line into fi.vcxprojo based projects
NMake2MsBuild is shipped with the new WDK and is . L .
typically found in your %SYSTEMROOT%\Program You might be wondering if you have to use the command Ilne

i g : . ; .to do the <conversion
Files\Windows Kits\8.0\bin\[x86,amd64] directory. Run this

command from the directory apsy ?“SN%I th'aufilétéjdéo”ﬂéo %@Qm@g&t@s
AiDirso file that you want fOQ€SEO} T{Ovm efifecomman *f‘enaé‘ rst
command is shown iRigure 1, with descriptions as follows: (wta_ge 17)

NMake2MsBuild <sources|dirs.>og:[<LogFile>]:[<Verbosity>] FConsoleLog:<Verbosity>] SafeMode-Arm

Figure 10 Syntax for NMake2MsBuild
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| " NMake2M@8Build will pot be gbledp perfarm the cqayersjon.
V £ ¢ a X I ¢ Z For exam@lg, here at R h?v)e pryfects tHat n roun£
since NT 4 and we have been hacking, whacking,” and
patching our sources files to keep the projects building with

(Continued from page 16) each subsequent release of newer WDKs. As a result of this
ffevolutiono, these old sources:s
inside Visual Studio via theuBe€dnwvenritngSo utrhcaets / RMals €2 MPB U
found via the File Open menu item as showfigure 2 shoul dndét be very surprising.
some of these old files worked with Build at all. So
Since that is the way most developers are going to do theirnf or t unatel y for us, wedre pi
conversions, we will perform all the conversions of projectsnew projects from scratch. Oh well, it was probably time to
described in this article via Visual Studio. clean up all the old junk anyway.
Converting projects with NMake2MSBuild Letds take a |l ook at a couple

When you convert a project, NMake2MsBuild valitemptto For our first example, the project containing the sources file is
create a A.vcxprojo proj ectshdwn inBigure Bleetow. yYowwillnatice thatsthés istfar a b u i
driver in the new build environment. When we sayKMDF driver and there are no phaiild or postbuild steps
flattemptod we mean the conve(r.sii.oen uthielriet yi swinlol Acdak et isl é.eis
perform the conversion. Most of the time, and certainly for

any simple projects wedve tried, t he conver si (Gontinued®dn pgge18)f o
without a hitch. Unfortunately there will also be times when

oo Start Page - Microsoft Visual Studio o |6 Ié,
File = Edit View Debug Team Data Tools Architecture Test Driver Analyze Quick Launch (Ctrl+ Je)
New » I
Open * | &1 Project/Solution... Ctrl+Shift+O

Close Convert Sources/Dirs... =
5 Web Site... Shift+Alt+0 w
¥4 Team Project... ©
e Selected S File.. Ctrl+0 F
. - 3
@ SaveAll Ctrl+Shift+S ‘4, Crash Dump... Alt+Z -1
[ T [pUT=IS-IISTEeO Nere. —r— E
Source Control » /;*
-]
)
o
T
o
E

m

Exit Alt+F4

B2 Cl.. BEPr. WT.

Figure 20 Converting Inside of Visual Studio

TARGETNAME=Nothing
TARGETTYPE=DRIVER
TARGETPATH=0bj

KMDF_VERSION_MAJOR=1
KMDF_VERSION_MINOR=9

SOURCES=nothing.cpp

Figure 30 Nothing Sources. File
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a | - co-nv ted nt’&a chxp Ojl Er
V £ ¢ X I ¢ Z more co ated pr é
For our next conversion we will convert a UMDF driver from
(Continued from page 17) the Win7 WDK to a fA.vcxprojo
file for this project is shown irFigure 5 (next page). In
From within Visual Studi o, lookiag atl thi€ sodrdesfile f/duoshouie hotice & couple ok s /
Dirso option and gfgure 4belew. r ¢higgs:l t s shown in
Notice that we have a small log written to the Output pane

describing how the conversion went (truncated to save space), e The project uses WPP tracing
a more detailed log (NMake2MsBuild_Sources.Log) was o The project has a custom build step

written out during this conversion and is stored in the (NTTARGETFILEL) which requires a makefile.inc
directory being converted. In addition you will see that the file shown inFigure 6 (next page)
files of our example fiNothingd project are now vVvisible i]

Solutions Explorer window.

As you can see, the conversion operation here was pretty (Continued on page 19)
simple. We had a simple sources file that was easily

Figure 40 Converting Nothing Project

Windows Internals & Software Driver Development

Attention security researchers, government contractors and engineers involved in security and ghreat a
modeling! The next offering of our Windows Internals & Software Drivers seminar has been schedyed.

1721 October, Waltham, MA

For a look at the outline, pricing and registration informatiomywisitsr.com/swdrivers.html



http://www.osr.com/swdrivers.html
http://www.osr.com/swdrivers.html











































